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Annual 634.2009(c) CPN] Certification for 2018 covering the prior calendar year 2017

1. Date Filed: February 28,2018
Z. Name of company covered by this certification: Mescalero Apache Telecom, Inc.

3. Form 499 Filer [[v 821682

4. Name of Signatory: Codfrey Enjady

L

Title of Signatory: General Manager

6. Certification:

I, Godfrey Enjady, certify that | am an officer of the company named above, and acting as an
agent of the company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47
CER. § 642001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure Lthat the company is in compliance with the requirements (including those
mandating the adoption of CPNI procedures, training, recordkeeping and supervisory review) set
forth in section &4.2001 ef seq. of the Commission’s rles,

The company has not taken any actions (ie., proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission apainst data brokers)
against data brokers in the past yvear.

The company has not received any customer complaints in the past year concerning the
unautherized release of CPNI.

The company represents and warrants that the above certification is consistent with 7 C.F.R. s
1.17 which requires truthful and accurale statements to the Commission. The company also
acknowledges that false statements and misrepresentations to the Commission are punishahle
under Title 18 of the 115, Code and may subject it to enforcement action,
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Altachments:  Accompanying Statement explain CPNI procedures
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CERTIFICATION

Action taken by the Company against employvees/data brokers for unauthorized
release of CPN]

There were no actions taken against anyone by Lthe Company during the 2017 calendar year.

Customer complain i the © un rel I

No customer complaints concerning the unauthorized release of customer proprietary network
information were received during the calendar vear 2017,
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The Operating Procedures Compliance Statement for MESCALERO APACHE TELECOM, INC. (the
“Company”) explains how the Company's procedures ensure that the company is in compliance
with the requirements set forth in Section 62,2001 et seq of the Commission's rules.

Notice to customers of their right to restrict use of, disclosure of =nd access to their CI'NI is
provided prior to solicilation for customer approval.

All Company employees will be trained annually on the Operating Procedures for properly
safeguarding all CPNL The Company holds occasional training sessions for cmployees reviewing
when they are and are not authorized to use or disclose CPNI, followed by a supcrvisory review
process regarding compliance with UPNI rules. The Company also sends, via company email or
other methods the Cumpany choose to cmploy, information to employees relating to CENI
compliance,

Fvery employee of the Company has a duty to protect the confidentiality of CPNI, A violation of the
Company's operating procedures will result in disciplinary action.  For a first viplation, an
employee will be given a warning and the violation will be noted on the employee’s record. An
employee will be subject to termination of employment for s second violation.

The Company maintains records of our own and our affiliates’ sales and marketing endeavors that
use customer CPNE, including instances where CPNI was disclosed or provided to third partics, or
where third parties were allowed access to CPNL Our records describe the event, the specific CPN]
that was used in the event, the specific CPNI that was used in the event, and what products and
services were offered as a part of Lhe marketing and sales event. The Company retains records for a
tinimum of one year.

The Company has established a review process for ensuring compliance with CPNI rules relaled to
marketing activilies. The Company's sales force and marketing personnel obtains approval of
requests for CPNI information. Specifically, use of CPNI obtained from the Company’s provision of
one service calegory to market a second service category to individuals or businesses that are not
already customers of that second service category is strictly prohibited.

For saleguarding CPNI, the Company employs reasonable measures to discover and protect against
aliempts to gain unauthorized access to CPNL Company employees follow procedures designed
authenticate all customers prior to disclosing CPNI based on customer-initiated telephone contact
Or in-person visiks.

The Company will notify a customer immediately of account activity involving a change to an

address of records.  Notification may be sent by email, text message or U5 Mail to both the
customer’s prior and updaled address of records.
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In establishing a passward, the Company authenticales the customer without the use of readily
available biographical information, or account information. The Company has a back-up plan in the
event of a lost or forgotten password, however if a customer cannol provide the correct password
or the correct response for the back-up authentication method, the customer must establish a new
password. The customer can also present a valid phote 10 card in a retail location thal ma trhes the
customer's account information

As required by CPNI rules and as outlined in the Company's operating procedures, law enforcement
notification procedures are strictly adhered to. Should any breach of CPNI integrity be discovered,
the Company will develop and maintain a record as to the date of the breach discovery, whao
discovered the breach, and the resulting notifications to the United States Secret Service and the
Federal Bureau of Investigation no later than 7 days from the date of the discovery of the breach.
The records of these discovered breaches will be maintained and held by the Company for not less
than (3) vears.
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